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Course Overview Course Details 
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Live Online 

Course Schedule 

Time 

This course provides the basic knowledge needed to plan, 
implement, and maintain information security in a vendor-
neutral format; this includes risk management, host and 
network security, authentication and access control 
systems, cryptography, and organizational security. The 
course maps to the CompTIA Security+ SYO-701 ex. 

▪ Correctly use fundamental security terminology and identify 
common threat sources 

▪ Conduct risk assessments, categorize security auditing 

procedures, and plan vulnerability management. 
▪ Identify social engineering techniques 
▪ Explain common cryptographic techniques and standards 
▪ Describe common network attacks and categorize traffic 

management devices 
▪ Compare access control models, apply file-level access 

control, and centrally manage account security 
▪ Plan for disaster through business continuity plans 
▪ Use monitoring and logging systems to detect security 

threats and respond to incidents 

REGISTRATION INQUIRY FORM 
Fill out this short form or scan the QR code and we will be in touch with you shortly. 

For more information, please call LISA OBIEDO @ (925) 440-5299 

This course is taught with UMass Global’s LIVE 
ONLINE training platform using video 
communications software. 

Weekdays:  Tuesday – Thursday 
Dates:  June 24th – July 24th 

7:30 PM – 10:30 PM (PST)  

School of Extended Education 


